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Do not reuse passwords:

Reusing the same password across multiple accounts makes it easier for 
attackers to gain access to multiple accounts if they are able to crack one 
password.

Educate yourself and your colleagues about phishing scams and social 

engineering:

Phishing and social engineering attacks are common ways for attackers to 
steal passwords. Being aware of these types of attacks and knowing how to 
spot them can help protect your passwords.

Avoid writing down or sharing passwords:

Keep your passwords private, do not share your passwords with anyone, 
even your colleagues, and do not write them down in a place where they can 
be easily found.

Be wary of public Wi-Fi: 

Public Wi-Fi networks can be easily compromised by attackers. Avoid 
entering sensitive information, such as passwords, while connected to a 
public Wi-Fi network.

Monitor your accounts:

Regularly check your account activity and look for any suspicious login 
attempts or changes made to your account information.

Two-factor authentication (2FA) is a method of confirming a 
user's identity by requiring them to present two different forms 
of evidence, typically something they know (such as a 
password) and something they have (such as a phone with a 
code sent via text message). 

Multi-factor authentication (MFA) is a method of confirming 
a user's identity by requiring them to present multiple forms of 
evidence. Typically, MFA requires at least three forms of 
evidence, which are grouped into categories such as 
something the user knows (e.g. password), something the 
user has (e.g. mobile phone), and something the user is (e.g. 
fingerprint or facial recognition).

By following these best practices, you can significantly reduce the risk of your 

passwords being compromised. And also using a combination of these practices 

makes it much harder for an attacker to gain access to your account.

What is Two-factor authentication (2FA)?

Credential stu�ng10 This is an automated method, where attackers use 
pre-computed lists of credentials obtained from 
past breaches, and test them on other websites. If 
the same username and password is being used 
on multiple sites, this can result in multiple 
accounts getting compromised.

The best way to prevent such attacks is to use 
unique, complex and long passwords, regularly 
update the passwords and enable two factor 
authentication wherever possible. 

Also keep an eye on any suspicious activity on the 
accounts, and act fast in case of any unusual 
access or login.

There are several best practices that can be followed to secure passwords and keep them safe from 
being cracked:

Best Practices

Use unique, complex, and long passwords: 

A strong password should be at least 12 characters long and include a mix of 
uppercase and lowercase letters, numbers, and special characters. Avoid 
using easily guessable information such as your name, birthdate, or common 
words.

Use a password manager: 

A password manager can generate and store complex, unique passwords for 
you. It can also help you keep track of your passwords and automatically log 
you into your accounts.

Enable two-factor authentication (2FA): 

Two-factor authentication adds an extra layer of security by requiring a 
second form of verification in addition to your password. This can be a 
fingerprint, a security code sent to your phone, or a security key.

Regularly update your passwords: 

Passwords should be updated regularly, especially if there is a suspicion of 
them being compromised or if there's been a data breach of one of the sites 
you use.
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